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CraTtbs nocssLieHa BONpPOCaM MniaHNPoBaHWs MpoLecca OUeHKM 6e30rnacHOCTY MporpaMMHbIX CUCTEM
C y4eToOM 0COBEHHOCTEN MPUCYLLUMX MHDOPMAaUVOHHON Cpeae KOHKPETHOV opraHu3auvn. [enaetcsa aHanms
rpouecca oUeHky 6e30racHOCTY B KOHTEKCTE pasfnyHblX BU3HEC—(haKTOPOB, Taknx Kak TpebyeMbivi ypoBEHb
6e3onacHocTy, BIOMKETHbIE OrpPaHNYeHWs], OKYNaemMoCcTb MHBECTUUWI v T.4. [aeTcsa obLuasa xapakTepucTtvka
TUIMOB YA3BMMOCTEN [porpaMMHOro obecrieyeHvusi v OMuCkbIBAKOTCA OCHOBHbBIE METOAbl TeCTUPOBaHWSA
b6e30rnacHoCTV MporpaMMHbIX CUCTEM: OUHAMUYECKUA U CTATUYECKUW aHanu3 rporpaMMHOro Koja.
PaccmoTpeHsl gocTtovHCTBa U HEQOCTATKM aBTOMATUYECKOro M PYYHOr0 PeXMMOB CTaTUHECKOro aHanmsa.
[Npegnaraetcsa npumep nogxoga K rniaHUpoBaHWIO MPOoLEecca OUeHKy 6e30nacHOCTV MporpaMMHbIX CUCTEM
nytem co3pgaHua Habopa ypoBHew oOueHku 6e30MacHOCTW, TAe KaXAbl ypoBeHb MpefacTaBriger cobon
KOMBUHaLMI0 HECKOSIbKUX METO[0B aHanv3a rnporpaMmmHoro koga. Ctates 6yner MHTepecHa pyKoBOAMTENSM
v creuvanuctam B obnacty 6e30n1acHOCT MHPOPMAaLUMOHHbIX CUCTEM OCYLUECTBASIOLMM pa3paboTky,
MaHVpoBaHvie Y yripasBrieHne rnpoLeccom obecrneveHns 6e30rnacHOCTY NpPorpaMMHbBIX CPeacTB NpeanpuaTui
u opraHn3ayun.

Knro4eBble cnoBa: 6e301acHOCH rporpaMMHbIX CPEACTB, YA3BUMOCTb, YrpaBieHne puckamu, oUeHKa
6e30nacHoOCTy, CTaTUYECKWM aHanm3, AMHaMNYeCKUA aHanm3
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Introduction

Network perimeter security has become more and
more effective as products and services have matured.
Internet applications are now the target of choice for
criminals to obtain restricted information and unwar-
ranted access to companies’ protected assets. The
number and type of protection measures for these ap-
plications is growing. The selection of an appropriate
application security risk management solution should
take into account the business's diverse requirements
and factors. There is no single solution that will fit every
company’s needs.

Those responsible for the security of their environ-
ments need to understand what risks are present in
their applications, as each vulnerability has an associ-
ated criticality that is based on various factors. Armed
with this knowledge, an appropriate risk management
strategy can be developed with prioritized action to re-
duce these threats.

Modern economies are characterized by increasing
variety of enterprises of different size, structure, and
specialization. Every organization is different to certain
extent: it has different business needs, different infor-
mation systems, and different security requirements. It
is quite logical to propose a set of service levels in the
realm of application security assessments from which
the management could choose the most cost-effective
type or level of service that would match the organiza-
tion’s business needs and security requirements.

So what is the required level of application security
assessment?

As enterprise application security requirements are
considered, it is useful to put them in the same context as
various other software attributes that we usually deal with:

«  Functionality

«  Usability

«  Performance
«  Reliability

«  Security

However, we can't deal with the characteristics of our
applications in isolation; we consider them in the con-
text of business requirements and real world business
factors including feasibility, funding, return on invest-
ment, and opportunity cost.

While better is always desirable, we can't evaluate
what is better without understanding the status quo.
We need to answer the “better than what?” question.
This requires sufficient analysis/assessment to identify a
comparative baseline.

For example: A company’s web-facing newsletter
sign-up page is found to have a Cross-Site Scripting vul-
nerability. Addressing this risk may require $20,000 in
development costs. Is this the best use of funds for this
company?

In theoretical terms we want absolute safety. In prac-
tical terms we want a “reasonable or better” level of se-
curity. The definition of “reasonable” is only meaningful
within the context of a specific application and busi-
ness. The definition may be based upon government
(e.g. DoD levels of classification [1]), industry group re-

quirements (PCI DSS [2]), and business domain.

The very act of measuring security, performance, or
reliability has an associated variable cost based upon
the precision and thoroughness of the analysis, the skills
of the analysts, etc.

An application security assessment process is the
method of identifying application security vulnerabili-
ties so that the business can make informed risk man-
agement decisions that include the evaluation of the
financial and opportunity costs associated with miti-
gating the identified security risks. The thoroughness,
depth, and cost of an application security assessment
process should reasonably vary with business require-
ments.

Now that we familiarized ourselves with a high level
overview of the application security space let’s discuss
the different types of security vulnerabilities and discov-
ery methodologies.

What types of security risks
should be considered?

A useful starting reference point is the vulnerability
taxonomy maintained by OWASP, the Open Web Appli-
cation Security Project. There, one can find hundreds
of articles defining common application security flaws.
OWASP also maintains a Top 10 list [3] of the most criti-
cal web application vulnerabilities. While the OWASP
Top 10 list is a very useful document to increase secu-
rity awareness, like most lists of this sort, it is neither in-
tended to be comprehensive nor a sufficient definition
of application security. AsTech maintains a more wide-
ranging catalog of vulnerability classes which we have
developed over the past 15 plus years.

There are a number of approaches to assessing ap-
plication security involving varying combinations of
automated and manual analysis from an external (black
box) and internal (white box) perspective.

External Web Application Scanning

Dynamic application scanning involves interacting
with a running application (essentially using and attack-
ing the application) as a black box to identify points of
vulnerability. While the best of breed commercial auto-
mated scanning tools can produce some valuable re-
sults, they still can't approach the quality and breadth of
results that can be identified by a highly skilled ethical
hacker.

The strength of application scanning is that because
the application is actually attacked, the resulting proof
of vulnerability is usually quite concrete and compelling.
For example, the results of a successful SQL injection at-
tack might include data or metadata accessed without
authorization. If you can see another user’s account data
or display the structure of the database, it is hard to ar-
gue with the existence of the vulnerability.

The weakness of application scanning is that it iden-
tifies only a limited range of vulnerabilities and often
requires a highly skilled practitioner. Since the applica-
tion user interface is the attack vector, the approach is
ill-suited to examining business component, back-end,
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or external service vulnerabilities. For example, if sensi-
tive data such as social security numbers are not be-
ing encrypted, or third-party services operate without
proper protection, or critical security events such as
failed logins are not being adequately logged, these
vulnerabilities are likely to go undetected.

Automated Static Analysis

Static analysis involves the review of the application
code for vulnerabilities. For most tools, this usually re-
fers to the source code but less frequently refers to the
binary code. This would be considered a ‘white box’ as-
sessment, as nothing is hidden from the analyst. The ap-
plication code is a much larger and richer analysis target
than the user interface addressed by external, or ‘black
box’ application scanning, and therefore a broader
range of vulnerabilities can be identified.

The best of breed static analysis tools utilize sophisti-
cated compiler technologies such as data flow analysis,
control flow analysis, and pattern recognition to identify
security vulnerabilities. The results of automated analy-
sis generally include a high degree of false positives, re-
quiring a highly skilled security engineer to analyze the
results with the source code in hand to distinguish be-
tween the truly and the falsely reported vulnerabilities.

Each type of application security analysis tool has
its strengths and weaknesses. Thorough understanding
of these strengths and weaknesses is crucial for imple-
menting a successful application security program us-
ing the right tools.

What are the strengths
and weaknesses of Static Analysis?

Static analyzers are best at identifying vulnerabilities
that can be represented as identifiable patterns. Exam-
ples of these risks include:

« A missing entry in an XML configuration file

«  The use of a dangerous function, including non-

validated user input data in a web page

«  Output (Cross-Site Scripting vulnerability)

+ Including non-validated input data in the con-

struction of a database query (SQL Injection vul-
nerability)

Automated Static Analysis

Most static analysis tools can also identify a range of
poor programming practices such as the use of unini-
tialized variables or the lack of error handling.

The main stren gth of automated static analysis is
that the analyzers reliably identify candidate issues
(which could turn out to be false positives) and can do
so in the face of highly complex application structure
and control flow that might daunt most humans. For
the software expense and the skilled labor required, the
results can be quite cost effective.

However, the main limitation of these automated
tools is that currently they can only find approximately
50%-80% of the types of security vulnerabilities that
should be evaluated in a security assessment to provide
a comprehensive view of risks present in an application.

With the current state of the technology, automated an-
alyzers are generally not capable of testing algorithms,
security policy adherence, and issues that may be de-
rived from the application domain. Examples of these
areas include:

«  Authentication

«  Authorization

- Disclosure of confidential data

« Auditlogging

«  Cross-Site Request Forgery (CSRF)

- Identifying application ‘back-doors’

Manual Static Analysis

Manual static analysis involves a review of the ap-
plication architecture and source code by highly skilled
software security engineers. The resulting analysis is
comprehensive and is, overall, the most reliable of the
approaches. Thus it has been the method of choice
where application security is of paramount concern,
such as most financial services organizations.

The strength of manual analysis is the level of depth
and thoroughness of the assessment. The full range of
security vulnerabilities can most readily be identified
with high reliability. Specific attributes of the applica-
tion domain (credit card numbers, account numbers,
classified data, etc.) can be taken into account.

The main drawback of manual analysis is that engi-
neers with the necessary skills and experience - both
extensive enterprise application development expe-
rience coupled with deep security knowledge - are
scarce and in high demand. The time required and the
level of effort involved makes this approach more costly
than other options.

Vendor Claims

Predictably, vendors of specific technologies or
services tend to tout the strengths of their specific ap-
proaches and diminish the value of the alternatives.
The vendors of automated static analysis tools promote
their cost effectiveness and minimize the importance of
potentially material coverage gaps, which as we have
shown may be significant. Providers of purely manual
assessment services tout comprehensive coverage and
minimize the impact of cost and schedule.

Of course, there is no ‘one size fits all’ approach to
application security. A sound risk management strat-
egy will make the most appropriate use of any available
technology or process.

A multilevel approach

There are many different types of applications in use
today, encompassing myriad functionalities and busi-
ness purposes. Therefore, there can be no ‘one size fits
all"approach to risk management when contemplating
application security. An internally utilized client-server
application that tracks office equipment purchases will
not have the same security requirements as those of a
publicly accessible banking application.

Previously, we described the relative effectiveness of
various assessment methodologies at discovering risks.
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Now, let’s think about the ways to use that knowledge
to efficiently identify and plan security assessments for
various types of applications taking into account the
depth of analysis coverage, the costs, and the residual
risk. Among several possible ways to approach this
task we chose as an example a method that we will call
a multilevel approach to application security assess-
ments. The main idea behind the method is creating a
set of levels of security assessment based on the range
of “white box” risk discovery options. Each level can be
described as a combination of an automated static anal-
ysis of the source code and a manual code review. For
an added level of verification any of these levels can be
further enhanced by adding an external or “black box”
vulnerability assessment in the form of a manual or au-
tomated dynamic analysis.

1. Comprehensive Assessment - Automated
analysis with complete manual analysis

To obtain the most comprehensive results and ensure
the lowest residual risk, this level employs automated
source code static analysis tools to identify a preliminary
set of vulnerabilities and a full manual analysis of the
source code for types of vulnerabilities not reliably found
through automated tools. This level is most appropriate
for commercial applications that have the highest secu-
rity requirements such as applications involving a high
volume or high value financial transactions.

2. Perimeter Assessment — Automated
analysis with attack surface manual analysis

To provide breadth of analysis while lowering cost,
this level employs automated source code static analy-
sis tools to identify a preliminary set of vulnerabilities.
The preceding phase is followed by a manual analysis
focused on those areas of the source code that repre-
sent the greatest risk for types of vulnerabilities not re-
liably found through automated tools. Representative
areas of focus include the code representing the attack
perimeter of the application such as user interfaces and
use of external services as well as authentication, autho-
rization, and data protection. Since the manual review is
somewhat limited, there is some amount of residual risk
with this approach.

3. Perimeter Audit - Automated
analysis with attack surface manual audit
To further reduce cost but still provide some breadth
of analysis, this level employs automated source code
static analysis tools to identify a preliminary set of vul-
nerabilities and a manual audit of the source code fo-
cused on those areas of the source that represent the risk
for types of vulnerabilities not reliably found through
automated tools. The auditing process samples a por-
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tion of the code which is taken to contain representative
examples within the range of vulnerabilities present in
the application. Since the manual review is even more
limited, there is a greater level of residual risk.
4. Automated Assessment -
Automated static source analysis audit

To minimize expense while obtaining some reliable
level of security assessment, automated static analysis
of the application is performed and validated. This pro-
vides a reasonable assessment for some of the most fre-
quent critical vulnerabilities such as SQL Injection and
Cross-Site Scripting. However it leaves other key areas
not addressed by automated analysis unassessed. The
level of residual risk is therefore higher still compared to
other approaches and thus may not be appropriate for
an application that is business critical.

Level of Risk | Relative Resulting
Identification Cost Residual Risk
Comprehensive . .
Assessment Highest Higher Lowest
Perimeter Higher Moderate Low
Assessment
Perimeter .

Audit High Low Moderate
Automated Moderate Lower Significant
Assessment

Conclusions

Every day, more threats and exploits against Internet
applications are being discovered. Many applications
contain vulnerabilities that haven't been discovered by
those responsible for securing these systems, rendering
it impossible to implement effective risk management
strategies. There are more than a few options available
to identify these vulnerabilities, but the decision of
which to use in a given business environment can be
complicated, since every option has its pros and cons.
The multilevel approach presented above can help any
organization to identify the right scope of application
security assessment within the available budget and en-
sure the application security needs are met.

AsTech Consulting has been performing application
security assessments for top-tier clients since 2001. Our
assessment processes combine the skills of some of
the industry’s best security engineers with the best of
class automated analysis tools. We continually modify
our processes to take into account the improvements
in automated tools, the changes in threats, and indus-
try standards and best practices. Our goal is to deliver
the most effective application security process possible,
based on each client’s unique risk appetite and business
objectives.
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