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B npeppbigywmx ctatbax [1-4] Mbl 4OBOIbHO NOA-
pobHO pa3obpanu acnekTbl MeHemKMeHTa UHPOpP-
MaLMOHHOW 6€e30MacHOCTK, KOTOPbIMU CreunanucT,
rotoBAWMNcA cgatb sk3ameH CISSP, noneH BnageTtb
Ha xopoluemM ypoBHe. Elle ogHOM ouyeHb O6LIMPHON
TeMol, B KoTopow TpebyeTtca pa3obpatbcs, ABnaeTca
ceTeBas 6e30nacHOCTb. Mbl pacCMOTPUM, KaK Nogro-
TOBUTbLCA MO BCEM 06/1aCTAM JaHHOTO OMEHA U OCO-
6EHHO 3a0CTPUM BHUMaHMe Ha CEeTEeBbIX aTaKax.

B nepByto oyepeab cneuynanuct no nHGopmaym-
OHHOI 6e30MacHOCTN [O/KEH XOPOLWO MOHUMaTb
6a30Bble KOHLENUUU MOCTPOEHUA KOMMbIOTEPHbIX
ceTel: NPeAcTaBAATb MOJENN CETEBOTO B3alMMOAEN-
cteuAa OSIl n TCP/IP, 3HaTb Ha3HayeHne 1 NPUHUNMbI
paboTbl OCHOBHbIX CETEBbLIX MPOTOKOMOB. [AnA npo-
dbeccrmoHanoB, KOTopble yxke yCnewHo 3abbiiv yHu-
BEPCUTETCKUIA KYypC «KOMMbIOTEPHbIE CETU» U He
CTaNKMBAKOTCA C STUMW BOMPOCAMM KaXKAbli AeHb Y
ceba Ha paboTe, pekoMeHAyeM NPONUCTATb Kaccu-
yecKune yuyebHMKN, HanncaHHble Onudepamu [5] nnn
TaHeH6aymom [6].

MoMUMO 3HaHUA NMPOTOKOJSIOB PasfINYHbIX YPOB-
Hel, roTOBALLEMYCA K CAaye 3K3aMeHa HYXHO YeTKo
NnpeAcTaBnATb cebe HazHaueHMe KOMMOHEHTOB KOM-
MbIOTEPHOWN CETU N CETEBbLIX CPEACTB 3alMTbl, TAKNX
Kak: KOMMYTaTop, MapLUpyTU3aToOp, MEKCETEBOW
3KpaH, CUCTEMbl OBHAPYKeHUA 1 NpefoTBPaLLeHNA
BTOPXKEHUI N T. N.

OToenbHOro BHMMaHWA B [AAaHHOM AOMeHe 3a-
CNY>KMBAKOT pPasfMyHble CeTeBble aTaKy, KoTopble
Mbl Cevyac 1 paccMoTpuM. [na Toro 4tobbl XOpPOLOo
pa3obpaTtbca AnA KaKkux Lenew, Kakas ataka nprume-
HAETCA, Nyylle BCEro PAacCMOTPETb UX B KOHTEKCTE
METOL0MOrM B3/IOMA, KOTOpas NPUMEHAETCA B YacT-
HOCTU W ANA NPOBEAEHMA TECTUPOBAHNA 3aLUMLLEH-
HOCTU CUCTEM (TeCTUPOBaHVE Ha MPOHUKHOBEHNE).

Mepen Tem, Kak norpy3utbca B pa3bop LIaros,
KOTOpble NPOXOANT XaKep ANA MPOHNKHOBEHUS B Uy-
XKyI0 CeTb, laBaliTe pacCMOTPUM, KakUMK ObIBatOT 3TN
caMble XaKepbl.

«benas wnana» (white hat) — akcnepT no nHpop-
MaLOHHOW 6e30nacHOCTY, obnagalowmin HaBbiKa-
MU B3/IOMa UHGOPMAUMOHHBIX CUCTEM U UCMOSb-
3ylOWnn nx ANA BblABNEHNA YA3BMMOCTEN CUCTEM
C Uenblo UX yCcTpaHeHus. Takum obpas3om, «benon
WAANON» ABNAETCA SKCNepT-ayAuTop, OKasblBato-
WU YCNYTW MO TEXHUYECKOMY ayAnUTy CUCTEM, TaKMX
CneumnanmncToB eLle Ha3blBaloT «3TUYHbBIMU» XaKepa-
mu (ethical hacker).

«Cepasn wnana» (grey hat) - cneumanncr, pabota-
IOLWUI Ha TeX, KTo Nnatut. OH MOXeT BbICTYNaTb Kak B
ponvi ayanTopa, Tak 1 B POJIM HACTOALLENO 3/10yMbILU-
NEHHMKa, PeLUMBLLEro MPeCTYNUTb 3aKOH.

«YepHas wnana» (black hat) - 3noymblwneHHNK,
3apabatbiBalownii cebe Ha XM3Hb KPVMUHANbHbIM
pemecsiom rno B310My CUCTEM.
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CnHoHmmamm cnoBa «hacker» moryt ObiTb Tak-
e Takune TepMUHbI, KaK «cracker» (B3nomMwuk) u
«phreaker» (xakep, B3namblBalOWMIA CUCTEMDBI Tene-
$OHHOW CBA3N).

Lenn xakepos

OCHOBHBIMU LieNAMIN 3/10YMbILNIEHHMKA, KaK npa-
BWJIO, ABNAETCA NMoNyyeHre AQOCTyna K onpeneneH-
HoW MHbopMaLmMK (HanpuMmep, SNeKTPOHHas nepe-
NUCKa NHTEPECYIOLWNX NINL) UK BOCTYN (KenaTenbHo
AAMUHUCTPATUBHBIN) K KaKon-nnbo cucteme (Hanpu-
Mep, KINEHT-0aHK).

JaHHbI noaxon Mcnonb3yeTca U B Xxofe npose-
[EeHVA TeCTOB Ha MPOHVKHOBEHME, KOTAa nepep 3Kc-
nepTamu CTaBATCA aHaNOrMYHble 3afaun.

WUHCTpYMeHTDI

Uto KacaeTcA MHCTpPYMeHTapwus, UCMONb3yeMoro
3/I0YMbILSIEHHUKAMY, TO HA CErOAHALWHNIA MOMEHT
OH [JOBOMbHO WMPOK: OT OTAeNbHbIX CBOOOAHO pac-
NPOCTPaHAEMbIX YTUAUT, O MONHOLEHHbIX dpenm-
BOPKOB 1 KOMMEKCOB.

B uenom, MOXHO OTMETUTb, UTO TPeOOBaHMA K YPOB-
HIO KBanMduKauuy cneumanmcta no KCrnonb30BaHMIo
XaKepCKOro VHCTPYMEHTapuA MOCTOSHHO CHIPKaOTCA.
Ecnn ewe B cepenmHe 2000-x 4TOObI MPOBECTY SKCMTYa-
TaLMIO YA3BMMOCTU HYXKHO OblT0 HATU UCXOAHDIN TEKCT
SKCMJIONWTa, UCMPABUTb B HEM CMELMANbHO BHECEHHYIO
OLWMOKY (3aLyTa OT «AypaKa») U CYMeTb CKOMMMIMPO-
BaTb W NOJTYyYMTb UCTIONHAEMBbIV Galin, To ceyac JOCTyn-
Hbl GPEIMBOPKN SKCMJIONTOB C rpaduyuecknm WHTep-
delcom, Tpebytowme oT nonb3oBaTtens Nvwb obLyero
npencTaBneHns ob STanax MpPoBeAeHUA aTaku: BbI6Op
LIenv, SKCMJIONTa, NOME3HOM Harpy3Km v T. .

Cpean KoMniekcoB TECTUPOBAHUA 3alLMLLEHHO-
CTV MUPOBbIM CTaHAAPTOM Je-pakTo ABnAeTca cbop-
HuK Kali Linux', npegcTasnatowumin coboli 3arpysxae-
MbIl HocuTenb nnu 06pas ¢ OC Linux, cogepalymi
COTHW NpefyCTaHOBJIEHHbIX YTUAUT ANnA B3fnoma. B
Poccun HIMO «2OwenoH» pa3pabatbiBaeT MOXOXKUN
KOMMNIeKC TeCTUPOBaHMA 3aluweHHocT «CKaHep-
BC». Komnnekc ycnewHo npowen ceptudukaumo
OCT3K Poccrm 1 MuHob6opoHbl Poccnn 1 nprmeHs-
eTca aAnA «60eBoro» KOHTPONA COCTOAHUA 3aLlULLEeH-
HOCTU MHDOPMALMOHHBIX CUCTEM.

Ha pag HCTpyMeHTOB Mbl coLunemca B npoLecce
paccMoOTpeHMA COOTBETCTBYIOLLMX 3TaNoB MeTO0/10-
rn B3noMa.

0630p meTtogonornn B3siomMma
[na Toro yTOObI MOHATH npunembl, Ncnojb3yemblie
XakepamMmun anda B3JioMa cnctem, 4OCTaTOYHO NCMNOJib-
30BaTb aHaJlIOTnNKo C d)I/I3I/ILIeCKI/IM NPOHNKHOBEHNEM

1 http://www.kali.org/

Ha Ublo-NNMOO TEPPUTOPUIO C LeNbIo KpaXn MmaTepu-
aNbHbIX LLEHHOCTEN.

Kak noctynaet Bop? B nepByto ouyepenb OH Npo-
BOAUT pa3BefKy, Lenblo KOTOpow ABnsaeTca c6op UH-
dopmaLm 06 MHTEPECYIOWMX EFO LEHHOCTAX U Tex
Mepax, KoTopble NPeanpuHAN 3aKOoHHbIN Bragenew
AnA 3aWuTbl cBoUX akTuBoB. CobpaB MHPOPMaLNIO
1 BbiABMB Opelun B 3alMTe neprumMeTpa, BOp NPOHU-
KaeT Ha Tepputopuio, 4tTobbl 3abpaTb J0ObIYY. 310-
YMbILWIEHHVIK HE XOYeT ObITb MOVMAHHbIM U Mpea-
NPUHNMaET BCEBO3MOKHblE MOMbITKMA MO COKPbITUIO
CBOVIX CNefoB.

AHanornyHaa nocneaoBaTeslbHOCTb  BblAepPXU-
BaeTCA U B C/lyyae KOMMbIOTEPHOrO B3/1IOMa, HO NHO-
rga C ofHOM 0COBGEHHOCTbIO: TaK Kak peub naeTt ob
MHPOPMALMOHHDBIX aKTMBaX, TO Kpaxa He BefeT K
NCYE3HOBEHUIO MX Y BNlafienbla, N COOTBETCTBEHHO,
Y 3/10YMbILUIEHHNKA MOXET BO3HUKHYTb »KenaHue He
OfVH pa3 NOXUTUTb YTO-TO LIEHHOE, @ YCTaHOBWUTb MO-
CTOAHHBIA 1 KOMDOPTHBIV [OCTYN K CUCTEME, KOTO-
pbIM OH MOXeET MOJIb30BaTbCA KOrAa YrofHo.

WTaK, JaBanTe BblAENMM 3Tarnbl MPOHNKHOBEHWA:

1.  C6op uHdbopmauun (passeaka);

2. BbiaBneHwue yA3BMMocCTeNn;

3. DKcnnyaTauusa U npoBefdeHue aTak;

4. Ob6ecnevyeHne KOMPOPTHOroO AOCTYMA;
5. PacwwupeHwue 30HbI BAINAHUA;

6. CoKkpblTue cnenos

C6op uHpopmayuu

Kakylo nHdopmaumio cobrpaeT xakep ansd Toro,
ytoObl OKa3aTbCsA BHYTPU KOPMOPATUBHON CETU
onpegeneHHom opraHnsaumm?

Bo-nepsbix, uHPopMaLuio 06 UT-nHdpacTpyKType:
IP-agpeca, OOMEHHble WMeEHa, WCMofb3yeMoe Mpo-
rpammHoe 1 annapatHoe obecneueHune. Bo-BTopbiX,
MHPOpMaLNI0O O COTPYAHMKAX: MMEHa, KOHTAKTHble
JaHHble (KaK InYHble, Tak 1 paboune), yBneyeHnsa n T.n.

B KauecTBe WCTOUYHUKOB AaHHOW WHPOpMaUUN
MOTYT BbICTYMUTb:

« CANT OpraHusayunmn;

+ 6a3bl 4aHHbIX PErMCTPATOPOB JOMEHHbIX UMEH;

+ CalTbl MOCTaBLIMKOB, paboTalowmx C JaHHOW
opraHusauuven (MHTepecyloT npecc-penusbl O
3aBepLUeHHbIX NpoeKTax);

+ CaNTbl couManbHbIX CeTel, B 0OCOGEHHOCTM NpPo-
deccnoHanbHbIX, Ha KOTOPbIX JIl0AM, NO CyTu,
pa3mMeLLaT CBOU pe3lome;

+ CanTbl Ans noncka paboTbl/COTPYLHMKOB (MHTe-
pecyioT ONMcaHUA BakaHCU).

B pesynbrate 3n0ymbllWNEHHUK Nofy4vaeT npeg-
CTaBeHue O Lenu, MMeeT nepeyvyeHb NHTepecHbIx UT-
pecypcoB, 1 IMeHa COTPYAHUKOB OpraHu3awmnm.
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OT1nenbHO He06XOANMO YNOMAHYTb O TaK Ha3blBa-
emoli coumanbHON uHxeHepun (social engineering).
Mo cyTn, 3TO NCNoNb30BaHUE TakoW HAaYKM KaK MNcu-
XONorna BO Bpep, YesioBeKy. Xakepbl cTaparTca C
MOMOLLbIO Pa3fINYHbBIX MCUXONOTMYECKUX MPUEMOB
CNpoBOLMPOBaTb YeyioBeKka Ha Heobxoaumoe fei-
CTBUE, HaNPUMep, NPAMO UM KOCBEHHO PacKpbiTb
NHPopMauuio.

Knaccukonm »xaHpa ABnaetca Bbixog Ha WT-
aAMMHUCTPaTopa 4epe3 npodeccMoHanbHbIn ¢o-
pyMm. Tak, Hanpumep, 3HasA UMA YENOBEKA, ero «KIuny-
Ky» B IHTEPHeTe (Kak Mbl 3HaeM, y 6onbluvHcTBa UT-
CneLmannucToB eCTb CBOV eAUHCTBEHHDIN U HEMOBTO-
PUMBII HVK) 30YMBbILLIEHHWK BCTYMAET C »KEPTBON B
ANCKYCCUIO HA TEXHUYECKOM dopyme. AOMUHKCTPa-
TOP MOXET UCKaTb Ha hopyMe peLleHne Kakon-nnbo
TEXHUYECKOW MNPOo6ReMbl M Hal 3/10YMbILWAEHHUK
MO>KET NMOMOYb ee peLlnTb, HO MOMOXET TaK, YToObI
peLwmnTb 1 CBOIO 33Za4y Mo NOMyYEeHN0 4OCTYNA B XKe-
NaHHYI0 KOMMbIOTEPHYIO ceTb. Hanpumep, agMuHu-
CTpaTopy MOXeT ObITb NepefaHa Kakasa-nmbo camo-
NMMCHaA NporpaMma, ycTpaHawwaa npobnemy, a 3a-
OZHO Y BbIMOJIHAOWAA «HY>KHbIE» 3/T0YMbILLINIEHHUKY
JencTeus.

BoissneHue yazsumocmet

UYTo Takoe yA3BUMOCTb Mbl y»Ke onpegenanu pa-
Hee B HalWMX CTaTbAX — 3TO HEKW HefOoCTaToK, Mo-
3BONAOLWNIA yrpo3e peanusoBaTbca. B cnyvae cete-
BOM 6e30MacHOCT XOPOLWMMU NpUMepaMmn yA3BU-
MOCTeN ABNAIOTCA:

+ KCNoNb30BaHWe Maposiell Mo yMONYaHuio AnA
aAMUHUCTPUPOBAHUA  cUCTeM  (Hanpumep,
admin:admin);

+ owwnbKM nepenonHeHna 6ydepa, foNyLIEHHbIE
nporpaMmmucTaMu B xofge pa3paboTku, BegyLyme
K TOMY, YTO MPOM3BOJIbHbIN KO MOXET ObITb Bbl-
MOJNHEH Ha yAaNneHHOoW MalunHe;

+ OTCyTCTBME PpUNbTPaLMM BBOAMMbIX MOSIb30Ba-
TesieM AaHHbIX;

« UT.M.

CyLiecTBYIOT pa3nunyHble Knaccupukaumm n pee-
CTpbl yA3BUMOCTeN. XopoLwunin 0630p No AaHHOM Teme
npuseneH B ctatbe MapkoBa A. C. m ®agnHa A. A. [7].

Crneumanunct, rotoBAWMNACA CAaTb dK3aMeH AnA
nonyyeHusa cratyca CISSP gonxeH TakXe 3HaTb Ta-
KOe MOHATME, KaK YA3BMMOCTb «HYNIEBOFO AHA» (zero
day). Mo cyTu, 3To yA3BMMOCTb, O KOTOPOW eLle HU-
yero He 3HaeT BeHAOpP 1 AN1A 3aKpbITUA KOTOPOW OT-
CYTCTBYeT COOTBeTCTBYyloWee ncnpasneHve (patch).
NHdpopmaums 06 yasBMMOCTM «HYNEBOro AHA» U pe-
anusauma NporpamMmbl, SKCMIyaTUpYoLWwen OaHHY
YA3BUMOCTb, ABAAIOTCA TOBAPOM Ha XaKepCKoM yep-
HOM pblHKe. LleHa nogo6Horo ToBapa BapbupyeTcs

OT HECKONbKMX TbICAY A0NNAPOB A0 HECKONbKMX fAe-
CATKOB ThICAY2,

Cpean cneumanncToB MOXKHO BCTPETUTb MHEHNE,
YTO peasibHbI B3/IOM BO3MOXEH TONbKO C MCMOJb30-
BaHMEM U3BECTHbIX Y3KOMY KpYry Nl YA3BUMOCTEN.
Ha camom pene B peanbHon UT-HbpacTpyKType co-
BPEMEHHOro NpeanpuATAA YA3BMMOCTU MOTYT He 3a-
KpbiBaTbCA rogamu. [ouemy? NoTtomy 4TO YCTaHOBKa
NCNpaBieHNs MOXeT Bbl3BaTb c6o B paboTe cuctem
N HeraTMBHO NMOBAUATb Ha AeATENIbHOCTb OpraHu3a-
umn. Ina Toro 4to6bl TaKOM PUCK CHU3WTD, CONMUAHbIE
KOMMaHWM BHeAPAOT [AOBOJIbHO [JOPOroCcToALMI
npoLiecc TeCTMpOBaHMA 06GHOBNEHUI Nepes KX pac-
NPOCTpaHEeHNEM.

B npakTuke aBTOpa ObIN Ciyyai, Korga B OfHOM
N3BECTHOM POCCUMNCKON KOMMaHUW pAL Cepbe3HbIX
yA3BMMOCTEN, 0OHAPYKEHHbIX B XOf€e NPOBeAEeHHOro
TeCTUPOBaHUA Ha MPOHNKHOBEHME, <MPOXUIN» B CU-
CcTeMe LieNblil Fof, Mocsie 03HAaKOMJIEHUA OTBETCTBEH-
HbIX UK 6e30TBETCTBEHHbIX UT-cneymanncTos.

[lnA B3noMa cucTeM Hy»Ha UHpopmMauus o Bep-
CMAX NPOrpaMMHbIX PELIeHUI, MONyYnB KOTOPYHO
MOXHO HalTU JaHHble O XapaKTePHbIX 419 KOHKpeT-
HOro MpoAyKTa yA3BMMOCTAX. Kak npaBuno, Takyto
NHPOPMaLMIO MOXKHO BCTPETUTL B IBYX MeCTax: crne-
LUMannM3npoBaHHbIX 6a3ax AaHHbIX YA3BUMOCTEN W
caniTax BeHOOPOB.

Y3HaTb BepCui0 NPOrpammHOro NpoAyKra MOX-
HO pa3nnyHbIMK crnocobamn. Hanmpumep, mHorue
ceTeBble CepBUCbl NPU obpalleHUn K HAM OeMOH-
CTPUPYIOT TaK Ha3blBaeMblli GaHHepP, copepKalyuni
JaHHble 0 Bepcnn. VIMeHHO Takom noaxon NCnosnb3y-
eTcA B n3BeCTHOM ckaHepe nopTtoB NMAP3. NHorga
BEPCHIO MOXHO ONpefennTb aHanmMTUYeCKUM NyTeM.
Hanpumep, MOXXHO HanTW npecc-penr3 KOMMaHuu-
pa3paboTyurKa UIv NHTErpaTopa, Co3AaBLLEN NHTEP-
HeT-MopTasn, KOTopbli Heob6XoAMMO B3JlOMaTb 3J10-
YMbILLNIEHHWKY. B npecc-pennse 3ayactyto ecTb BCA
Heobxoaumasa nHbopmaLuma 06 NCnonb3oBaBLUKXCA
TEXHOMNOrMAX, a CONoCTaBfieHe AaTbl BbIxoda 3TOW
HOBOCTM € nHGOPMaLMen o AaTax Penn3oB COOTBET-
CTBYIOLLEro NPOAYKTa, No3BonsAeT 6e3 Tpyaa onpene-
NNTb, Kakne MMeHHO BepCuKM UCMoMb3oBanack. 3Has
BEPCUIO NMPOAYKTA, 3NOYMbIWNEHHUK MOMXET HaWlTK
COOTBETCTBYIOLLYIO MHPOPMaLMIO 06 YyA3BUMOCTAX U
JOCTYMHbIX 3KCMONTaXx.

HactoAawmin xakep ocywecTBnAeT AaHHble Aein-
CTBUA BPYYHYIO, 1 NPUMEHSAET PasfiMyHble Npuembl
ana obecrneyeHNa CKPbITHOCT CBOEWN AeATeNbHO-

2 http://www.forbes.com/sites/andygreenberg/2012/03/23/
shopping-for-zero-days-an-price-list-for-hackers-secret-soft-
ware-exploits/

3 http://nmap.org/

Bonpocbl knbepbesonacHoct N4(7) - 2014

71



npOd)ECCUOHaﬂbHGﬂ noozomosKa cneyuanucma

CTWU: UCMONb30BaHMe MPOKCU-CEPBEPOB, K3LLa MOUC-
KOBbIX MawWuH 1 T. N. [laHHbIN NpoLecc MOXHO aBTo-
MaTM3MPOBaTb C MOMOLLbIO CMeLMabHbIX CKaHEPOB
6€30MacHOCTM, OCHOBHAA Macca NPOBEPOK KOTOPbIX
3aKJI0YAETCS B BbIABIEHMM BEPCUN 1 MOUCKE HOP-
MaLun B MOCTOSAHHO OOHOBNSIEMOW COOCTBEHHOM
6a3e JaHHbIX yA3BUMOCTSX.

MprMeHeHne ckaHepoB 6e30MacHOCTUN CBA3AHO C
605bLWNM 06bEMOM OYeHb CneLnduYecKoro ceTeBo-
ro Tpaduka, KOTopbli BCeraa Bbi3biBaeT Nofo3peHns
y cucteM oBHapyeHua BTopKeHMI. [Mo3Tomy no-
JI00Hble CKaHepbl NI0OAT STUYHbIE XaKepbl, U He Jito-
OAT HESTUYHbIE.

Skcnnyamayua  yazeumocmel U npogedeHue
PAa3nuyHebIX amak

3Has HaBepHsAKa 06 MMeIoLLEeNCa YA3BUMOCTU U
nMes NULWb NPeSNONIOKeHNe, Xakep NnoctapaeTcs ee
Npo3KcnyaTnpoBaTth. B nepByo ouepenb, KOHEUHO,
310yMbILLINEHHUK OyieT UCKaTb FOTOBblE 1 NPOBepeH-
Hble B Aiene 3KCNI0NTbI, Py HeOBXoANMOCTU pa3pa-
60TaeT cam UM MOMPOCUT 3TO CAenaTb KOMMETEHT-
HOro Konnery.
OpHOM M3 COCTaBMALWKMX SKCMIONTa ABNAeTcA
TaK Ha3blBaemas «nosie3Hasn Harpyska» (payload). 3to
TOT QYHKUMOHAN, KOTOPbIN 3anyCcKaeTca Ha yaaneH-
HOW MalunHe, YToObl faTb 3NI0YMbILNIEHHUKY, TO, YTO
emy Hy>Ho. Kak npasuno, 31o:
+ MONyYyeHNe KOMaHOHOW CTPOKM Ha YAaneHHOW
MallVHe C NpaBaMu adMUHUCTPATOPa;

« BHegpeHue Kennorrepa (keylogger) gna sanmcm
BBOAMMbIX MONb30BaTeNAMN yaaneHHON MaLlu-
Hbl A@aHHBbIX;

+ CO3[aHMe YYeTHOM 3anucu C 3afaHHbIM Mapo-

nem;

s UT.A.UT.M.

OfHMM 13 caMbix MONYNAPHbIX GPeNMBOPKOB AnA
pa3paboTKM 1 NCMOMb30BaHWA FOTOBbLIX SKCMIONTOB
cenvac sasnaetca Metasploit Framework?®.

MomyMo 3KchnyaTaumMy pPasfiuyHbIX MPOrpamm-
HbIX YA3BUMOCTEN OAHOM M3 CaMblX AENCTBEHHbIX
aTak Ha NPOTAXKEHNU HECKONbKUX JeCATUNETN OCTa-
eTcs aTaka Ha cabble Maponu, Tak Kak Naponu Bbl-
6upaet camoe cnaboe 3BEHO — YeNOBEK.

Cneuwmanuct, obnagatowmin ctatycom CISSP pon-
YKEeH XOpoLo pa3bupaTbCa B PasfiMUHbIX Baprauusax
nofo6HbIX aTak. B nepsyt ouepeab HeobxonumMo
OTMETUTb, UTO ObIBAIOT MHTEPAKTUBHbIE aTaKy Ha Na-
ponu (online password cracking) 1 Tak Ha3blBaemble
oddnariH-aTaKu.

NHTepaKTVBHblE aTaky 3aKJoyalTcAa B TOM, YTO
3/I0YMbILNIEHHUK MMeeT AoCTYN K GpyHKUMOHany aB-

4 http://www.metasploit.com/

TopM3aLnn 1 NOCSIeoBaTENbHO BBOAUT Mapbl NOMMH-
naposib 1 aHaNU3NpPyeT YCMeLWHOCTb aBTopM3aLuun.
OgHOM 13 caMbIX KayeCTBEHHbIX YTWUAWUT ANA Mpo-
BefeHus nogobHom atakm asnaetca THC-HYDRA®. B
cnyyae opdnanH-aTaK y 310yMbILLIEHHNKA €CTb X3LU-
3HaueHua naponewn, n nogbop ocywectenaetca 6e3
B3aMMOJENCTBUA C CUCTEMOW, U3 KOTOPOW OHM ObIn
N3BEYEHDI.

Mo cnocoby popmmrpoBaHMA Naposnel pasnuya-
loT meTog «rpybow cunbl» (bruteforce) n «no cnosa-
pto» (dictionary attack). B nepsom cnyyae naponu
bopMUpPYIOTCA Ha OCHOBE 3afaHHbIX NpaBwi. Ha-
npumep, 3M0yMbIWIEHHVK W3[aneka Buaen, Kak
nosib3oBaTesib BBOAWA NAposib U 3aMOMHWA, YTO B
napoJsie eCcTb TONbKO NIAaTUHCKKME BYKBbl N LdpbI, a
AnvHa ero 7-9 cumBonoB. 3ajaBad Noabop MMeH-
HO MO 3TVMM MapameTpaM, BEPOATHOCTb YCMELHOro
nonbopa pe3Kko yBennumsBaeTcA. ATakm «Mo CloBa-
pto» MO3BONAIOT MOMbITaTb CHACTbA M MPOBEPUTD, HE
NCcnonb3yeT N1 NONb30BaTENb PACNPOCTPAHEHHDbIN
naponb. lNocnegHune yTeukn naposen ABHO NoOKasbl-
BalOT, YTO MHOTME NOJIb30BaTENN NPEANOUYNTAIOT Bbl-
6upaTb KNaBraTypHble Naponu (Takue Kak «gwerty»,
«qazwsxedc»), Homepa TenepoHOB, AaTbl, UMEHA U T.
n. Vi3BecTHOM yTMNNTOM Nofo6HOro nnaHa AenAeTca
John The Ripper®.

Heobxoanmo, oTaenbHO YNOMAHYTb O HECKOJb-
KX MOMEHTaxX, CBA3aHHbIX C X3lWamMu Maponen.
Ecnn nsBecteH xawWw napons, TO He BCErga ero Hyx-
HO B3/1aMblBaTb, UHOTAA AN1A aBTOPU3aLUKM ero fo-
CTaTOYHO MPOCTO «MOAJOXKUTb» CUCTEME (aTaka
«pass the hash»). Ecnn y 3noymblilwineHHNKa ecTb
JOCTYN K X3WamM 1 BO3MOXHOCTb MOAMEHbI (Ha-
npuMep, NoayyYeH AOCTYN K BEG-MPUIOXKEHNIO Ha
ypOBHe 6a3bl AAaHHbIX), TO MOXXHO NPOCTO 3aMeHUTb
X3LW Ha TOT, KOTOPbIN pacunTaH Ans U3BECTHOTIO Na-
pons. Xawwn naponer He 06A3aTeNIbHO HYXXHO CUU-
TaTb «Ha XOA4Yy», MOXXHO CHauasa nx CreHeprpoBaTb
Ha 3afaHHbIX Habopax CMMBOJIOB, @ B Xofe aTaku
NVLWb OCYLLEeCTBAATbL MOUCK, JaHHbIV BUA aTaku Ha-
3bIBAETCA aTakoW C MPUMEHEHUEM PagYXHbIX Ta-
6nuy (rainbow tables).

Ewe ofHMM WHTEpEecHbIM BUAOM aTaK fABAAET-
CA aTaka «4yenoBeKk Mo-cepeauHe» (man-in-the-
middle). B kauecTBe camoli pacnpocTpaHeHHOo UJi-
nocTpauum paccMoTpum ataky ARP-spoofing. Kak
Mbl 3HaeMm, npotokon ARP nossonsaeTt conocTtaBuTb
¢dusmnueckmne MAC-agpeca ycTponcTs ux IP-agpecam
C nomolbio cootBeTcTBYOWIMX ARP-Tabnnu, xpaHa-
WMXCA Y YYaCTHWKOB CETEBOrO B3aUMOLENCTBUA.

5 https://www.thc.org/thc-hydra/

6 http://www.openwall.com/john/
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CMmbICn aTakK 3aKJoyaeTca B TOM, YTO B Tabnuupl
MaLUVHbI-XEePTBbl U pecypca, C KOTOPbIM NAET UH-
TEPECHbIV ANs 3M0yMbllUIEHHVIKA CETEBON OOMEH
(Hanpumep, W03 MO YMONYaHNIO, KOHTPONNEep Ao-
MeHa) BHOCATCA N3MEHEHMA, 3acTaBnAwLWMe BKIO-
UNTb B NpOLLECC KOMMYHUKaLMM NOCpeaHNKa: KOM-
nblOTep 3M0yMbILIEHHNKA. Xakep MoCpencTBoM
ncnonb3oBaHusa cHuddepa M3BNeKkaeT Heobxoau-
Mble faHHble 13 TpaduKa: MMeHa YUYETHbIX 3anucen,
naponu, xawwu naponen n T.n. Camon N3BECTHON
NPOrpaMmon, C NMOMOLLbIO KOTOPOW MOXHO peanu-
30BaTb faHHYlo aTaKy ABnAeTca Cain&Abel.

OTtpenbHO cTOMT 0OCYAUTb aTakW, CBA3aHHble
C Web-npunoXxeHnAMN: MeXCaWTOBbIN CKPUNTUHT
(Cross Site Scripting - CSS) n SQL-uHbekuyua (SQL
injection).

B cnyuae CSS Ha cTpaHuubl BeO-caiiTa BHeapsAeT-
CA CKPUMT, KOTOPbIN UCNONHAETCA B Opay3epe nosb-
30BaTeNA Npu MNPOCMOTPE HJAHHOW CTpaHuubl. OTO
MO>KeT MPOU30NTN, HanNpumep, 13-3a ownbKK npo-
rPaMMUCTa, HE Peann30BaBLUEro KOPPEKTHYO Gpub-
TPaLUMIO AaHHbIX, BBOAUMbIX NMOJIb30OBaTENEM, HAMPU-
mMep, Npy Ny6nnkKauumn nonb3oBaTtesieM coobLeHuA
Ha popyme. MNopobHble aTaky celtyac NCMOsb3yTCA
ANA NpoBefeHnA aTak Ha MalluHbl Nosib3oBaTenew,
TaK Hanpumep, CKPUNT MOXET ONnpefeNnTb BEPCMIo
6pay3epa 1 nogobpatb NOAXOAALMIA SKCMNONT ANA
€ro aBTOMaTnyeCcKkoro B3fioma.

SQL-nHbeKumMa 3ak/yaeTca B TOM, YTO M3-3a
OWMOKN B GUNBTPALUN JaHHbBIX U B apXUTEKTYPe
web-npunoxeHua y 3n0ymbllUuieHHKa NOABAETCA
BO3MOXHOCTb Yepes Beb-nHTepdelic HanpAmyto B3a-
nmopencTBoBaTb C 6a301 AaHHbIX MPUTOXKEHUA MO-
cpeactBom SQL-KomaHg.

ObecneueHue koMpopmHo20 docmyna

Mocne Toro, Kak cucTtema B3flOMaHa U y Xakepa
eCTb K Hel AOoCTyn (Hanpumep, OH MOXeT MoCblnaTbh
KOMaHAbl onepaLuoHHON cucTemMe) ero 3agaven CTa-
HOBUTCA obecrneyeHne KOMGOPTHOro CTabusibHOro
poctyna. OH MoxeT ero obecneunTb cebe, Nonyuns
naponb NEerMTUMHOIO afMUHUCTPATOpPa UNKN YyCTaHo-
BB TaK Ha3biBaeMbil pyTKUT (rootkit). Mog pyTkuTom
noapasymeBaeTca creymanbHO pa3paboTaHHoe npu-
NOXeHne unyM Habop NPUIOXKEHWUI, KOTOpble AatoT
BO3MOXHOCTb  3/I0YMbILLIEHHVKY WMMETb CKPbITHbIV
AAMUHMCTPATUBHBIN JOCTYN K cucteme. Takum obpa-
30M, AeATESIbHOCTb 3/T0YMbILLSIEHHNKA OCTaeTCA CKPbI-
TOWM pNA CTaHZAPTHbIX cpeacTs MoHuTopuHra OC.

PacwupeHue 30Hbl 8J7TUAHUA

PaclwmpeHne 30HbI BANAHUA MOXXHO MPOAEMOH-
CTpYpOBaTb Ha C/ieayLWmnxX AByX NpruMepax.

3noyMmblLLIEHHVK NONYYNn JOCTYN K Beb-cepBepy
Ha YpPOBHe onepauMOHHON CUCTeMbl. Takon JOCTyn

No3BONAeT eMy HalTu KOoHdUrypaLnoHHble dalinbl
BEO-NPUNOXKEHWIA, 3aMNyLLEHHbIX Ha JaHHOM CcepBepe
1 U3BNeYb N3 HUX Naponu And goctyna K 6asam gaH-
HbIX, pa3MeLleHHbIX Ha apyrux cepsepax. Mimes po-
CTyn Ha YPOBHe 6a3bl AaHHbIX 3a4acTy0 MOXKHO MO-
nyuntb 1 gocTyn K OC, Tak Kak MOXeT ObITb OCTaBneH
BKJIKOUEHHbIM COOTBETCTBYOLLNN GYHKLMOHA.

Bropoii nprmep cBA3aH ¢ nonyyeHnem 6asbl x3-
Len naponen nonb3oBaTeneln KoOHTposiepa gome-
Ha. Xakep nogbvipaeT Naponu K yYeTHbIM 3anmncam
nosib3oBatenenn (Mbl MOMHUM C BamMu, YTO 3TO OG-
¢dnariH-aTaka). BckpbiTble maponn 310yMbllAEHHNK
npoBepAeT Ha APYrMx cucteMax 1 obHapy»KnBaeTcs,
yTO pPAL Nonb3oBaTeneln UCMONb3YIOT OAHU U Te Xe
naponu Ana 4ocTyna K pasfinyHbIM KOPNopaTUBHbIM
pecypcam.

Cokpeimue ci1edo8

CoKpbITe CnegoB MOXKET BapbuMpOBATbCA OT
yaaneHns >KypHanoB Ha B3/IOMaHHbIX MalUMHax Ao
B3JIOMa KOHcCosel ynpasneHna 1 6a3 JaHHbIX CUCTEM
MEXCETEBOIO 3KPaHMPOBaHUA, OOHApYKeHUs BTOp-
»xeHunnm u SIEM-cncrem.

DoS u DDoS-aTtakn

OCOGHSAIKOM OT PACCMOTPEHHbBIX aTak CTOAT aTa-
KW Trna «oTKa3 B 06cnyxunBaHmm» (Denial of Service
— DoS) n nx cambil pacnpoCTpaHeHHbIN cernyac Tmn
«pacnpeneneHHble atakum» (Distributed Denial of
Service - DDoS).

Heobxoanmo oTmeTuTb, Uto DDOS-aTakm cBs3aHbl
C OTNpaBKow 605bWoro o6bema Tpadpuka nnmv 3anpo-
COB M3 Pa3fIMYHbIX MCTOYHMKOB Ha LieNIeBON y3er.
Hanpumep, 3n0ymbllUNeHHK [JaeT KOMaHAy 3apa-
MEHHbIM KOMMbIOTEPaM, HAaXOAALWMMCA B KOHTPONK-
pyemoli nm 60T1-cetu (botnet) NOCTOAHHO OTKpPbIBaTb
onpegeneHHyo Beb-cTpaHuLy. Beb-cepsep »epTsbl
He CnpaBnAeTcA C TaKUM KOMIMYECTBOM 3arpocCoB U
nepecrtaeT OTBeYaTb Ha 3anpochbl.

MpocTaa DoS-ataka MOXeT 6blTb MHULUNPOBaHa
NUWb OAHUM y311oM. HekoTopoe Bpema Hasag 6bina
nonynapHa ataka «mepgneHHbin HTTP-3anpoc» (Slow
HTTP POST). Ataka peanv3oBblBaeTCA Cleayowmnm
06pa3oMm: 31I0YMbILLINIEHHUK OTMPABAAET 3anpoc Beb-
cepBepyY, YKa3biBas B CNeLanbHOM 3arofioBke 60s1b-
Lo 06beM AaHHbIX, KOTOPbIN AOMKEH NPUHATb BEO-
cepBep. Beb-cepBep rotoBuTCA 06paboTaTb AaHHbIE
1 BblenaeT COOTBETCTBYIOLME pecypcbl. 3aTeM Ha-
YMHaeTCA nepefaya AaHHbIX, HO OHa OCyLLeCTBAAET-
CA OYeHb MefNIeHHO, YTO MO3BOMAET UCMONb30BaTb
pecypcbl cepBepa HaMHOro JoJblle, YemM 3TO Heob-
XOAUMO, U1, KaK CneacTBue, Mewwatb obpaboTke apy-
rMX 3anpocoB. HeCKONMbKO TbICAY TaKMX COeANHEHWUN
NErko MO caenaTb Beb-cepBep HEAOCTYMHbIM.
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I'Ipod)eccuouaanaﬂ noozomosKa cneyuanucma

BmecTo 3aKknioueHus

Mbi paccmoTpenn, YTo AeNnaeT 3N10YMbIWNEHHNUK,
B3/1aMblIBas CUCTEMbI, Y MO3HAKOMUITUCD C 6a30BbIMU
MOHATUAMN U3 3TON 06NACTU, HEOOXOAUMBIMU IS
ycnewHon cpgaum sk3ameHa CISSP. Ha Haw B3rnag,
yTOObI XOPOLLO OCBOUTLCA C AAHHOW TEMOMW, nydlle
BCEr0 HEMHOro MOMpPaKTUKOBaTbCA W MOYYBCTBO-
BaTb ce6s1 HacToAWwMM xakepom. Ceiyac ana sToro
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He HYXHO MbITaTbCA B3NaMblBaTb YyXue caliTbl, a
MO>KHO MPOCTO BOCMOJIb30BaTbCA BMPTYyasibHbIM 06-
pasom OC, NoAroTOBNEHHbIM AN O0yUYeHUs TecTu-
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