0 HOBOM HOMEHKJNATYPE HAYYHbBIX
CNELVWAIbHOCTEN U HE TOJbKO...

MuH3soB A.C.'

YBaxaemeble yntatenu!

BBeaeHue HOBOVM HoMeHKAaTYpbI Hay4YHbIX CMIELMaAbHOCTEM BCKOALIXHYAO HaYYHYH CPEAY U B OCHOBHOM MOAYYUAO
MOAOXUTEABHYH oLieHKY. OAHaKO, Kak U B AOOOM BaXHOM HaduMHaHuu, He 060LLUAOCkL 6e3 AOCaAHbIX OrpexoB. B YacTHo-
CTH, 3TO KOCHYAOCb Hay4HbIX CrieLMarbHOCTEN B 06AacTH knbepbe3onacHOCTH. ECAM CpaBHUTb yYEHbIE CTENMEHU YUEHDIX,
paboTaroLLmMX B 3TOM 06AaCTH, TO MOAABASIOLLEE MX YUCAO UMEKOT CTEMNEHU AOKTOPOB U KaHAMAATOB TEXHUYECKMX HayK, a
MEHbLLEE YUCAO — AOKTOPOB U KAHAMAATOB PUIMKO-MareMaTUYeCKMX HayK, YTO BIOAHE eCTECTBEHHO, TaK KaK NMOCAEAHNE

paboTaroT B OrpaHMYeHHOM cermMeHTe knbepbe3onacHOCTH: KpUITorpapum 1 cteraHorpagum.
Peaakums npeararaet ouepeaHoe MHEHME Mo 3Tok npobieme.

Mpo6aemMbl BBeA€HUA HOBOW HayUYHOM
cneunanbHocTy «1.2.4.KubepbesonacHocTb»
B 06AacTU eCcTeCTBEHHbIX HayK

K coXaneHuto, CEroAHA TEPMUH «Knbepbe3onacHoCTb»
He MMEET UYETKOro COAepxaHusi. PaccMOTpeHHble onpe-
AENEHWS 3TOT0 TepMUHA B pabotax [2-4] UMeOT HaCTOAb-
KO MPOTMBOPEUUBBIE TPAKTOBAHWSA, UTO HEBO3MOXHO YeT-
KO OMpeAeAnTb 06AaCTb HAayYHOrO MCCAEAOBaHMA MO 3TOM
cneumanbHOCTM. 3TO O3HAYaEeT, YTO M NacnopT cneunanb-
HOCTU Knbepbe3onacHOCTU BYAET TaKXKe TaKUM Xe: HEUET-
KUM, pa3MbITbIM Y HEOMPEAEAEHHbIM. [pK 3TOM ocTaeTcs
FA@BHbIM BOMPOC, HY)XHa AU HEOOXOAMMOCTb BblAEAEHUS
Hay4yHol cneunanbHocTn «1.2.4.Kubepbe3onacHocTb»
B OTAEABHOE Hay4yHOe HanpaBAEHWE, €CAU yXe eCTb U
AOCTaTOYHO AOATO MCMOAB3YETCA Apyraa crneuMasbHOCTb
«2.3.6.MeTtoabl U cUCTeMbl 3aliuTbl HHPOPMaLUH,
MHPoOpMaunoHHaA 6e3onacHocTb» ? OTBET Ha 3TOT BO-
NpOC AOCTaTOMHO OYEBMAEH, €CAU OMPEAEAUTb UETKUE
rpaHuLbl Pa3AENEHMST 3TUX HayUHbIX CMeuManbHOCTEN U
BbIAEAWUTb MPOBAEMBI, pellaemMble 3TUMK CNELUMAAbBHOCTS-
MU. K coxaneHuto, Takoro o60CHOBAHWSA CEroAHA HeT,
a npuBeAeHHble B cTatbe A.C. MapkoBa [2] apryMeHTbl
CBUAETEABCTBYIOT O 3HAUYUTEABHOM COBMELLIEHWW 3aAad,
pelaeMbix B 3TUX HayuHbIX CMELMAABHOCTSIX, BMAOTb AO
COBMAAEHUA ONpPeAeneHUi «MHpopMaLuOHHaA 6e3-
onacHocTb» U «Kubepbe3onacHOCTb» Kak KOHOUAEH-
LMAAbHOCTb, LEAOCTHOCTb U AOCTYMHOCTb MHbOPMAaLMK.

OAHaKo, 3T0 AAAEKO He Tak M Mbl NMonpobyem MpuBECTH
aprymMeHTbl 0 HEOBXOAMMOCTU 1 YCAOBUSIX TAKOTO paspe-
AEHWSI Ha COBPEMEHHOM 3Tarne pasBUTHUA TEOPUM U METO-
AOAOTMU CO3AQHMS CUCTEM 3aLLMTbI MHOOPMALIMK.
Mpexae Bcero, CAeAYeT OTMETUTb, UTO MOHATUE «KM-
6epb6e30onacHOCTb» yxe MPaKTMYEeCKM BOLUAO B Hally
XW3Hb W 3TO MOATBEPXAAIT COOTBETCTBYHOLUME OTeUe-
CTBEHHbIE U MEXAYHAPOAHbIE CTaHAAPTbI, OTHOCALLMECH
K KUBEPDUINUYECKMM CUCTEMAM, UHTEPHETY BELLEW U KU-
6epbesonacHocTu. MNoHATUE «kMbepnpPoCTPaHCTBO» Tak-
Xe HEe UMEET CEroAHS YETKOrO OMPEAENEHUS U, C TOUKM
3PEHUA TEXHUUECKMX PELLEHWI NO opraHu3aLUmy 3aLumThl
MHGOPMaLMK, MOXET TPAKTOBATbCA KaK CAOXKHas CPeAa,
BKAKOYarLLas B cebs MHPOPMaLMOHHbIE 1 aBTOMaTu-
3UpOBaHHbIE CHUCTEMbI YrpaBAEHUS, MOCTPOEHHbIE Ha
OCHOBE 0baAbHbIX MHYOPMALMOHHBIX M KOMMYHMKa-
LIMOHHbIX TEXHOAOIMIH?, ITO AQeT BOAbLLINE TEXHUUECKME
penmMyLLECTBA MPU PELLEHMNN CAOXHbIX 3aAay B MHPOP-
MaLUMOHHbIX U aBTOMaTU3NPOBaHHbIX CUCTEMaX yrnpas-
AEHUSI, HO OAHOBPEMEHHO CO3AAET U AOMOAHUTEAbHbIE
yrpo3bl AAsl 3TUX cucTeM. [103TOMy BO3HMKAET HeO0bXo-

2 310 onpeneneHne aBTopa, YTO He UCKIIoYaeT 1 apyrue GopMyaInpoBKU,
Hanpumep Npu co3aaHun GrnocodCkmx KoHLEeNumii obmeHa nHdopma-
umeit B knbepnpocTpaHCTBe.

1 MwuH3oB AHatonuii CTenaHoBMY, OOKTOP TEXHWMYECKMX HayK, npodeccop kadenpbl 6e30MacCHOCTM MHGMOPMALMOHHBIX TEXHOMOTMIN HAUMOHABHOMO
vccnepoBaTenbckoro yHmsepcuteta MOW, Mocksa, Poccus. E-mail:minzav@mpei.ru
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AUMOCTb HayYHO-METOAMYECKOrO pa3BWUTUS METOAOB M
TEXHOAOTMI 3allWTbl MHGOPMAaLUM B KMOBEpPnpoCcTpaH-
cTBe. Ha Halu B3rAsia, COAEpXaHWsi TePMUHOB «Knbep-
6e30MacHOCTb», «KMbEPrnpPOCTPaHCTBO» U «KMBEPYrpo3a»
HErnoCPeACTBEHHO CBS3aHO C TePMUHOM «KMOepHeTH-
Ka», KOTOPbIN OMpeAenseTcs Kak Hayka 00 ynpaBAeHWUU
[5] n B TEPMUHOAOTMM HOBOM HOMEHKAATYPbI CNeLmManb-
HocTen TpakTtyetca kak «1.2.3.TeopeTnueckasa HHpoOp-
marnka. KubepHetuka». OTCIOA@ BMOAHE €CTECTBEHHO
BO3HWKAET U HayyHoe HanpaBAaeHue «1.2.4.Kubepbeso-
MacHOCTb», CBA3aHHOE C Pa3paboTKoM Hay4yHOM Teopuu
NPUMEHEHUA MPUHUMNOB, METOAOB, MaTeMaTUYECKMX
MOAEAEW, aATOPUTMOB M TEXHOAOTMIN obecneveHus 6e3-
OMNacHOCTM CUCTEM YMNpaBAEHWA B KWOEpnpoCTpaHCTBE.
3T0 NO3BOASIET HAM paccMaTpuBaTb KMbepbe3onacHoCTb
KaK CUCTEMY 3aLUUTbl MIHGOPMALIMOHHbIX U aBTOMAaTU3N-
POBaHHbIX CUCTEM YrpaBAEHUSI B KUOEPNPOCTPaHCTBE OT
KMbepyrpo3 1 kubepatak, NO3BOAAIOLLYIO 06eCcneunTb:
1) HenpepbIBHOCTb €€ QPYHKLMOHMPOBAHMUA (CNOCOO-

HOCTb CUCTEMbI YNpaBAEHWS BOCCTaHaBAMBaTb Napa-

METPbl CBOEr0 COCTOAHUS MPW NPEPbIBAHUAX U OCTa-

HOBKax MPOLECCOB B AOMYCTUMbIE CPOKMK);

2) appeKTUBHOCTb CUCTEMbI ynpaBA€HHA B COOTBET-
CTBMM C 3aA@HHBIMU KOHEYHbIMWU LEAAMU ynpaBAe-
HUSA cnctemon [B];

3) ycToHuMBOCTb COXpaHEeHWs napaMeTpoB CUCTEMb
ynpaBAeHWst (CBOMCTBO romeocTasa cuctemsbl [7], no-
3BOASAIOLLEE COXPAHATb AOMYCTUMbIE MApPaMETPbl GYHK-
LUMOHMPOBAHUSI CUCTEM YMPaBAEHUS MPU OMPEAENEH-
HbIX M3MEHEHMAX NapamMeTPOB KWbepnpocTpaHcTBa);

4) HapEeXXHOCTb (CBOMCTBO CUCTEMbI YIPaBAEHUSI CoXpa-
HATb B OMNPEAEAEHHOM BPEMEHU CMOCOOHOCTb Bbl-
NOAHSATb Tpebyemble GYHKUMKU B 3aAaHHbIX PeXUMaXx
M YCAOBUSX MPUMeEHeHUS) [8];

5) Tpebyemblii ypoBeHb AOBEPUA K cucTeMe knbepbe-
3onacHocT [9];

6) BO3MOXXHOCTb aAanTaLuu CUCTEMbl YMPaBAEHUS K
HOBbIM W HELUTATHbIM CUTYaLMSIM.

7) o060cHOBaHUe CTPYKTYpbl cUCTeMbl Kubepbesonac-
HOCTM Ha OCHOBe LUPPOBOI MOAEAU YyNpaBAEHUA
puckamum [10,11].

Takas nocTaHOBKa 3apauv KUOepHe3onacHOCTH, Kak
HOBOrO Hay4yHOro HarnpaBAEHWSl, MO3BOASET BbIMTU Ha
MPUHLMNMAAbHO HOBbIN YPOBEHb CO3AAHMSA MHOOPMALMOH-
HbIX M @aBTOMATU3MPOBAHHbIX CUCTEM YPaBAEHWSA B KUOep-
npoctpaHctee. CeropHA B TakoM MOCTAHOBKE 3TW 3apauu
paccmaTpuBaloTCs BECbMa OrpaHuWYEeHHO Npu aBToMaTtu-
3MPOBAHHOM MNPOEKTMPoBaHMM ACY C MCMOAbB30BAHUEM
SCADA-cucTeM U, Kak NpaBUAO, BHE CBSA3M C HaNpaBAEHU-
eM knbepbeszonacHocTH. MpeararaeMblii MOAXOA NO3BOAS-

AucKkyccusa no HomeHknamype BAK (nucoma e pedakyuro)

€T pellatb 3apayk, O KOTOPbIX Mbl CEFOAHS elle He roBo-
PWM, HO OHM NOABATCA B OAMXKaiLLEM ByayLLEeM, Hanpumep:

— CO3AaHME 3alUMLEHHbIX MHOOPMALMOHHbIX CU-
CTEM, CMOCOBHbIX K pEKOHOUTYpaUun Npu  kube-
paTtakax B YCAOBMSIX COXPAHEHMSA MPUOPUTETHBIX
OYHKLMI B CUCTEME YNPABAEHUS;

— CO3ApaHME  UMPPOBLIX MOAEAEN CUCTEM Kubep-
6e3onacHocT (UMOPOBBLIX ABOMHUKOB) AAS 000-
CHOBAHMWA NPUHUMAEMbIX PELLEHWUI B Pa3AUYHbIX
CUTyaLmsXx;

— CO3A@HME CUCTEM C 3aA@HHbIMU KPUTEPUSIMU 3-
bEeKTMBHOCTM 1M obecneunBaloWUMK rapaHTUpo-
BaHHble nNapamMeTpbl 6€30MacHOCTU AAST KpUTUYE-
CKMX MHOOPMALMOHHbIX MHOPACTPYKTYp B Knbep-
npoctpaHcTBe® U Apyrve 3apauu.

Mbl He ByaeM pacKpbiBaTb AETaAbHO 3TW TpeboBaHUs K
cucteMe Knubepbe3onacHOCTU, BO MHOTOM OHW OYEBMAHBI
1 TPEeBYHOT AAABHENLLETO 06CYXAEHMS NPU paspaboTke na-
criopTa 3101 CrneunanbHOCTU. CAeAYET OTMETUTL, UTO 3aAaUH,
pellaemble knbepbe3onacHOCTbO, 3HAUUTEABHO LUMPE, YUEM
ornpeAeneHHble TPEBOBAHUAMM CyLLECTBYHOLLMX HOPMATUB-
HbIX AOKYMEHTOB MO MHPOPMALMOHHOM 6e30macHOCTH, B
TOM umcae 1 pas KUU, 1 HaueAeHbl Ha KOHEYHbIE pesyAbTa-
Tbl PaboTbl CMCTEM yNpaBAEHWS B KMOEPMNPOCTPaHCTBE.

3aknoueHue

MosiBAEHWEe HOBOW Hay4YHOM cneupanbHOCTU «KMbepbe-
30MacHOCTb» UMEET CMbICA TOABKO B TOM CAyYae, ECAU B
Heln paccmaTpuBatoTCs BOMPOCHI, KacaroLwmecst tHGopma-
LMOHHOM 6e30MacHOCTU CUCTEM YMPaBAEHUSI B CAOXHOM
MHGOPMALIMOHHO-KOMMYHMKALMOHHOM cpeae Kubeprnpo-
CTpaHCTBa MNpPW BO3AEMCTBUU Ha HUX KubepaTtak. Crepo-
BaTeAbHO, LIeAM 3allUuTbl MHOPMaLMKM ByayT Herocpea-
CTBEHHO CBA3aHbl C LEASIMU OGYHKLIMOHWMPOBAHUS CUCTEM
ynpaBAeHUs. Takasi KOHLUEMUMA CEroOAHS CYLLIECTBYET W
peanm3oBaHa Bo ¢pperimBopkax COBIT 5.0 n COBIT 2019
[12,13]. Mo cyulecTBy, B 3TUX KOHLUEMNUUSAX MHOOPMALMOH-
Has 6e30nmacHOCTb paccMaTpuBaeTcs, Kak obecrneunBa-
towan GyHKUMA U peanr3dyeTcs B 3HAUUTEABHOW CTEMEHU
NpPY NPOEKTUPOBAHNMN MHGOPMALMOHHOM TEXHOAOT K.

1. Xouy OCTaHOBMUTLCA €LLE Ha OAHOM acrnekTe, CBS-
3aHHbIM C Hay4yHOWM CreuuanbHOCTblO «KMbepbe3onac-
HOCTb». JTO KacaeTcsl OTpacAW Hayku, NO KOTOPOW Npwu-
CBaMBaeTCs YUYEHasA CTeneHb: GU3NKO-MaTEMATUUECKNE
Hayku. Ha Halu B3rasip, 3T0 HayyHOe HanpaBAEHME CBSI-
3aHO B OOAbLLEN CTENEHU C AaPXUTEKTYPHbIM U KOHLEM-
TyaAbHbIM MPOEKTUPOBAHUEM CUCTEMbl kKubepbesonac-

3 CerofHs npakTMYyeckn Bce OOBbEKTbl JHEpPreTvkM Mo reHepaumu,
TpaHcdepy 1 pacnpeneneHuio 3NeKTPO3HEPrN OTHOCATCS K CUCTEMaM
KMOEepnpoCcTpaHCcTBa.




O Hoeoli HoMmeHKaamype Hay4HbIX cneyuanbHocmeli u He MosibKo...

HOCTW Ha OCHOBE ynpaBAEHWS puckamu. Mpu aToMm uc-
MOAb3YHTCA Kak TOUHO 3aAaHHble NapamMeTpbl CUCTEMBbI,
Tak U n3amepsiemble B GOpMe AUHTBUCTUYECKWUX Mepe-
MEHHbIX, YTO BbI3blBA€T HEOOXOAMMOCTb MPUMEHEHMS
MeXaHNU3MOB HEUETKMX MHOXECTB, AOTUKM U BEAUUYUH AAS
NMoAyYeHuUs bonee YCTOMUMBbLIX K OLIMOKaM OLEHOK Bbl-
UMCASIEMbIX MapamMeTpoB (BO3MOXHOCTEM peanm3aumu
yrpo3, ya3aBUMOCTEN U OLEHOK PUCKOB). Kpome Toro, AAs
Knaccudukaumi Knbepyrpos 6yayT MCMOAL30BATLCA Tak-
e HeNpOoCeTeBblE MOAEAW, AEPEBbBSA PELLEHUI U APYrHUe
NPUAOXEHUS, KOTOPbIE 0OLIYHO MPUMEHSIOTCA AAA pelLle-
HUSA TEXHUUYECKMX HayUHbIX 3aaad. [103TOMy BNOAHE ecTe-
CTBEHHO BKAKOUWTb B KAQuecTBE OTPaCAM MO 3TOW Cheuu-
AAbHOCTU AOMOAHUTEABHO YYEHYIO CTEMEHb TEXHMYECKMX
HayK. 3TO PacLIMPUT BO3MOXHOCTU AMCCEPTALMOHHbIX
COBETOB U NMO3BOAUT AaBaTb aAEKBATHbIE OLEHKKU OTpac-
AEBOM KAACCUOUKaLMM 3alLmLLaeMbiM AUCCEPTALMSM.
2. HeCKOAbKO CAOB O HayyHOM CreLManbHOCTH
«2.3.6.MeToAbl M CUCTEMbI 3aLUMUTbI MHGOPMaLUM, WH-
¢dopmaumoHHass b6e3onacHoCTb». Be3ycAOBHO, 4TO 3TO
HayyHasi CneunanbHOCTb AOAKHA COXPaHUTLCS NpPU He-
KOTOPOM MOAEPHM3ALUMN COAEPXAHMA nacnopTta cneum-
anbHOCTW. Ha Haw B3raspa, B nacnopTe 3ToM crneumanb-
HOCTM AOAXHbI HaWTU OTPaxXeHWe HayuyHble NpPobAembl

CnucoK UCNOAb30BaHHbIX UCTOUHUKOB

CO3paHUSA 3ODEKTUBHbBIX TEXHUUYECKUX PELUEHUI NO pas-
AMYHbBIM KOHLIEMUUAM 3aLLUKTbl MHGOPMAaLMK B MHOOPMa-
LMOHHbIX cuctemax n ACY, B Tom uncae [14]:
— KoHuenumu, 0CHOBaHHOM Ha MPOLECCHOM MOAXOAE
N yNnpaBAEHUW PUCKAMKW Ha OCHOBE LIMKAOB yrpaBs-
AeHns PDCA nan 6onee coBPEMEHHbIX LIMKAOB C AO-
NOAHUTEABHBIMMW 3Tanamu: 060CHOBaHWA HEOOXOAW-
MocT paspabotku CMUB, BbIABAEHWSA NpobaeM U
BO3MOXHOCTEW opraHu3daumn ana co3panns CMUB,
pa3paboTKoN MapLLUPYTHON KapTbl U OLEHKON 3¢-
EKTMBHOCTU peaAn3aLumn LMKAQ yNpaBAEHUS.
— KoHuenuuun rapaHTMpOBaHHOM 3alLMTbl HA OCHOBE
KAacCHUOUKaLMM HEOOXOAMMOW CTENEHN 3aLUMLLEH-
HocTn NC anst obecnevueHnsa nHGopMaLuMoHHOM 6e3-
0nNacHOCTM MHPOPMALIMM OFPaHNUYEHHOIO AOCTYNa.
— KoHuenuun NpoakTMBHOW 3aLLMTbl HA OCHOBE KU-
6eppas3Bepkn, aHaAM3a COObITUM M MPOrHO3UPO-
BaHWA CLUEHapueB peaAM3aumm yrpos nHpopma-
LIMOHHOM 6e30MacHOCTU.
— KoHuenumu, ocHoBaHHble Ha obecnevyeHur He-
npepbIBHOCTH BU3HEC-NPOLECCOB.
— KoHuenuuss BOCCTaHOBAEHUA cucTeMbl Besonac-
HOCTU NPY NOSIBAEHUU UHUMAEHTOB.
— PasAnyHble coYeTaHUS aTUX KOHLEMLUUHN.
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