
122

SCIENTIFIC PEER-REVIEWED JOURNAL
2023, № 2(54) 

Cybersecurity Issues is a research periodical scientific and
practical publication specializing in information security.

Published six times a year

WWW.CYBERRUS.COM 
The journal is being published from 2013 (Registration Certificate PI

No. FS 77-75239). CrossRef number (DOI): 10.21681/2311-3456
___________________________________________________________________________

The journal is included in the Russian list of peer-reviewed 
academic publications of the Higher Attestation  

Commission (VAK), it is registered in the Russian Science  
Citation Index (RSCI/RINTs) on the Web of Science (WoS)  

platform and holds the 1st place in its cyber security rating.  
The journal’s articles are available in full text

_________________________________________________________

Editor-in-Chief
Alexey MARKOV, Dr.Sc., Professor, Moscow

Chairman of the Editorial Council

Igor SHEREMET, Academician of the RAS, Dr.Sc., Moscow___________________________________
Editorial Council

Michael BASARAB,  Dr.Sc., Professor, Moscow

Andrey KALASHNIKOV, Dr.Sc., Professor, Moscow                

Sergey KRUGLIKOV,  Dr.Sc., Professor, Minsk, Belarus 

Sergey PETRENKO, Dr.Sc., Professor, Innopolis 

Yuri STARODUBTSEV, Dr.Sc., Professor, St.Petersburg

Yuri YASOV, Dr.Sc., Professor, Voronezh___________________________________
Editorial board

Alexander BARANOV, Dr.Sc., Professor, Moscow

Alexey BEGAEV, Ph.D., St. Petersburg

Sergey GARBUK, Ph.D., s.r.f.., Moscow

Oleg GATSENKO, Dr.Sc., Professor, St.Petersburg

Igor ZUBAREV, Ph.D., Ass. Professor, Moscow

Alexander KOZACHOK, Dr.Sc., Orel

Grigory MAKARENKO, assistant Editor-in-Chief, Moscow

Vladislav PANCHENKO, Academician of the RAS, Dr.Sc., Moscow

Marina PUDOVKINA, Dr.Sc., Professor, Moscow

Anatoliy TARASOV, Dr.Sc., Professor, Moscow

Valentin TSIRLOV, Ph.D., Ass. Professor., Moscow

Igor SHAHALOV, responsible secretary, Moscow

Igor SHUBINSKIY, Dr.Sc., Professor, Moscow                          
___________________________________________________________________________ 

Founder and publisher   
JSC “NPO “Echelon” 

Postal address: Elektrozavodskaya str., 24, bld. 1, 107023, 
Moscow, Russia  

E-mail: editor@cyberrus.com 

CONTENTSCYBERSECURITY  
ISSUES

THEORETICAL FOUNDATIONS OF INFORMATICS

THEMATIC MODELING AND SUMMARIZATION OF TEXTS 

IN THE FIELD OF CYBER SECURITY (BASED ON JOURNAL 

PUBLICATIONS)

Vasilyev V.I., Vulfin A.M., Kuchkarova N.V. . . . . . . . . . . . . . . . . . . . . . 2

CONSTRUCTION OF COMPOSITE CRITERIA FOR OPTIMIZATION 

OF TERMS AND GENERALIZED INDICATOR OF KNOWLEDGE 

BASES OF INTELLIGENT SYSTEMS

Sidnyaev N.I., Sineva E.E.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

APPLICATION OF ENCODING AND CRYPTOGRAPHY METHODS

A METHOD OF PARAMETRIC SYNTHESIS OF CRYPTO-CODE 

STRUCTURES FOR MONITORING AND RESTORING  

THE INTEGRITY OF INFORMATION 

Dichenko S.A., Samoylenko D.V., Finko O.A., Ryumshin K.Yu. . . . . . . . 36

A NEW APPROACH TO THE DEVELOPMENT  

OF MULTIDIMENSIONAL CRYPTOGRAPHY ALGORITHMS

MoldovyanA.A., Moldovyan D.N., and Moldovyan N.A. . . . . . . . . . . . . 52

ON PRIMARY TECHNICAL DEVICES AND REQUIREMENTS  

FOR QUANTUM SYSTEM SECURITY KEYS

Averyanov V.S., Kartsan I.N. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

SAFE ARTIFICIAL INTELLIGENCE

MANAGEMENT OF ACCESS TO ELECTRONIC INFORMATION  

AND EDUCATIONAL ENVIRONMENT OF UNIVERSITIES  

OF FEDERAL EXECUTIVE AUTHORITIES 

Kotenko I.V. , Saenko I.B., Zakharchenko R.I,, Kapustin A.S.,  

Mazen Al-Barri . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

METHODS AND TOOLS FOR SECURITY ANALYSIS

DEVELOPMENT OF A METHODOLOGY FOR MONITORING 

THE LEVEL OF INFORMATION SECURITY OF CRITICAL 

INFORMATION INFRASTRUCTURE OBJECTS

Baksheev A.S. , Livshitz I.I.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

NETWORK SECURITY

THE TECHNIQUE OF BUILDING A SUSTAINABLE PROTECTION 

SYSTEM BASED ON ADVERSARIAL MACHINE LEARNING  

IN 6G WIRELESS NETWORKS

Legashev L.V., Grishina L.S.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

PROTECTION GENERALIZED MODEL AGAINST CYBER ATTACKS 

ON VOIP

Izrailov K.E., Makarova A.K., Shestakov A.V. . . . . . . . . . . . . . . . . . . 109


