Publication ethics

1. General provisions and standards

Publication ethics of the Voprosy kiberbezopasnosti journal is in line with rules and
regulations established by the international Committee on Publication Ethics — COPE, set out in
the Code of Conduct for editors and respective Best Practices, and principles of the Association
of Science Editors and Publishers (ASEP) laid down in the declaration “Ethical principles of
scientific papers”?.

Researchers (authors) and experts (reviewers) in the subject field — problems of
information security are to adhere to professional ethics, for instance, of ISACA and (ISC)2
communities.

OPENNESS and AWARENESS? of the journal activity are basic regulatory principles and
management thereof.

All and any articles are not paid. The journal does not print commercial ads. Informative
matters pertaining to up-to-date scientific activities and achievements are printed free of
payment on a first-in first-out basis.

Protection of personal details> and other secrets as well as intellectual property
including protection of copyrights® shall be governed by the RF laws>.

2. Specific points
2.1. Guarantees and trust

The authors who file applications for publication of papers in the Voprosy
kiberbezopasnosti journal are to guarantee correct personal identification details and that the
research has been made personally, it is original and is not intended for publishing in any other
publication, the research deliverables are authentic, and the paper to be published does not
infringe copyrights and other rights, or secrets subject to regulation in the RF. Authors
guarantee to the publisher that they will compensate him/her for damage caused by the said
infringements.

Reviewers and scientific supervisors requesting the editorial staff to publish a paper
shall share responsibility with the authors.

Authors shall transfer to the publisher without charge the exclusive right to the work
and property right to the manuscript unless otherwise agreed by the author and publisher. In
turn, the publisher shall circulate the published paper under open license with authorship being
reserved.

The editorial staff and reviewers appointed by the editorial office guarantee prompt
communication and efficiency of the work assumed. The internal review is to be performed
within a period of two weeks. A paper accepted for publication is to be printed in one of two
next issues (within 6 months).

L http://rasep.ru/images/docs/declaration_anri_2016.pdf

2 |n accordance with 1SO 27001.

3 Refer to the RF Customs Code (Chapter 14) and FZ-152 law.

4 Refer to the RF Customs Code (Part 4).

> The current publishing ethics is based on the Constitution of the Russian Federation.
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2.2. Permission to use the content
The editorial staff pursues the policy that prevents content borrowing exceeding 20%.
Borrowed matters (illustrations) may be used if there is a reference to a source and authors
properly settled borrowing (reprinting) legitimacy issues.

2.3. Conflicts
The editorial staff reserves the right to reject any paper if ethical norms and regulations
are violated and, where damage is possible, take relevant inspection and public measures in
compliance with the RF laws.
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